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ABSTRACT
Day by day, researchers receive new suspicious e-mails in their inboxes. Many of them do not have
sufﬁcient information about these types of e-mails, and may become victims of cyber-attacks. In this short
communication, we review current cyber threats in academic publishing and try to present general
guidelines for authors.
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Nowadays, researchers often receive suspicious e-mails
inviting them to publish the results of their research. The
inviting parties use various marketing tricks, eventually
disclosing the ﬁnancial conditions for publishing with them.
We decided to count the number of such suspicious e-mails
that we received from May 2015 to May 2016. One of us
(ﬁrst author) received about 400 of them and the other (third
author) received about 650. We classiﬁed them in three
categories: Calls for submitting a paper to questionable
journals, scam e-mails, and phishing e-mails. Figure 1
shows the percentage for each of the categories. The calls
for papers are easily detected, because they use their
journals’ name in their e-mails and present their URLs.
Scam e-mails request sensitive information and promise a
big prize or business opportunity. Phishing e-mails use
URLs and request that prospective victims log in to
suspicious web sites.

TOP SCAM IN THE SCHOLARLY WORLD AND
HOW TO AVOID IT
As can be seen from the graph, researchers receive many
e-mails that “call for papers” from the journals that promise
fast review and publishing,1 claiming that they are indexed
and have a high impact factor. One can assume that almost
every researcher who has published in recent years has
received such calls for papers from a questionable journal
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Figure 1 Percentage of suspicious
e-mails that we received from May 2015
to May 2016.
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soon afterwards. These fraudulent journals have the
following tactics:

criminals can also scan a legitimate journal’s web site to
gather lists of e-mail addresses of researchers who might
be amenable victims.

1. Cybercriminals want to earn money from unaware reAny “call for papers” that uses misleading metrics should
searchers, so they register a web site and launch a journal
be avoided out of hand. The Table shows a list of these
by using content management systems. It is, unfortubogus metrics.3,4
nately, neither complicated nor
takes long to prepare such a
We also recommend using the
site. People with basic skills in
Alexa database (http://www.
CLINICAL SIGNIFICANCE
web design can set up such a
alexa.com) to detect fraudulent
 Day by day, researchers receive new
web site within 2 or 3 days.
journals. Most of these introduce
suspicious e-mails in their inboxes. Many
2. After launching a web site, they
themselves as reputable internaof them do not have sufﬁcient informatry to index their journals in
tional journals. Alexa lists the
indexing centers. Thomson
countries of the visitors to
tion about these types of e-mails and
Reuters Impact Factor and
each journal web site. According
may become victims of cyber-attacks.
Scimago Journal Ranking2 are
to our observations, reputable
This article will increase researchers’
journals have visitors from more
the popular recognized and
awareness.
than 3 countries. Questionable
transparently operating entities
 We show importance of cyber-attacks
journals generally have visitors
for ranking journals. Failing
issues in the academic world.
from only one country. Often,
that, they often use bogus
their details are not even availmetrics and indexing com Authors can use general guidelines in
able in Alexa. So using Alexa
panies. These generally have
this article and detect emerging fraud in
can help researchers detect
no clear ranking methods and
the academic world.
reputable journals as long as
will assign ranks to journals—
one remembers that the result is
for a price.
not always correct for legitimate journals that are just
3. The last step is to send a huge number of calls for papers
starting out.
to researchers from all over the world. Cyber criminals
The second category of suspicious e-mails involves scams.
can easily collect lists of e-mails for this purpose from
The e-mails promise big awards, business opportunities, jobs,
web sites by using readily available web tools. Cyber

Table

List of Misleading Metrics*

No.

Bogus Metric Name

Web Site URL

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21

Advanced Science Index
African Quality Centre for Journals (AQCJ)
Cite Factor
Council for Innovative Research
Directory of Indexing and IF
Einstein Inst. for Scientiﬁc Information
General Impact Factor (GIF)
The Global Impact & Quality Factor (GIF)
Impact Factor (JCC)
Impact Factor Journals
Institute for Science Information
International Impact Factor Services (IIFS)
International Scientiﬁc Indexing (ISI)
International Scientiﬁc Institute (ISI)
ISRA: Journal Impact Factor (JIF)
Journal Impact Factor (JIF)
Journal Inﬂuence Factor
The Journals Impact Factor (JIF)
Open Academic Journals Index
Scientiﬁc Indexing Services
Scientiﬁc Journal Impact Factor (SJIF)

http://journal-index.org
http://www.aqcj.org
http://www.citefactor.org
http://cirworld.org
http://www.diif.org
http://journalimpactfactor.co.in
http://generalimpactfactor.com
http://globalimpactfactor.com
http://www.journal-metrics.com
http://www.impactfactorjournals.com
http://isi-thomsonreuters.com
http://impactfactorservice.com
http://isindexing.com
http://www.scijournal.org
http://www.israjif.org
http://jifactor.com
http://www.journalsconsortium.org
http://jifactor.org
http://oaji.net
http://sindexs.org
http://www.sjifactor.com
http://www.sjifactor.inno-space.net
http://www.uifactor.org
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Universal Impact Factor (UIF)
*Extracted from reference3,4 with some additions.
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A scam e-mail that was sent by e-mail spooﬁng techniques involving a counterfeited United Nations e-mail address.

or request an urgent reply. Such messages stand a bigger
chance of cheating researchers because cyber criminals use
advanced information technology techniques. They send their
scam e-mails from ofﬁcial e-mail addresses, such as international organizations, standout universities, or recognizable
research corporations. These e-mails request personal information such as full name, contact address, telephone, marital
status, age, occupation, and academic position. Having
gathered all the information, they try to cheat researchers in
various ways.
The question that should be asked here is: how can cyber
criminals send e-mails by using ofﬁcial e-mail addresses?
There are 2 hypotheses about that. The ﬁrst one: cyber
criminals steal e-mail credentials of editors, students, and
researchers to make their scam e-mails seem ofﬁcial. Of
course, this increases the effectiveness of their attacks.
The second one uses e-mail spooﬁng techniques. In this
technique, cyber criminals send e-mails by using ofﬁcial email addresses, but cannot receive any answers.5 They
embed malicious URLs that infect the receiving computer
with malware when the link is clicked. Some of these emails request the receiver to answer another e-mail address
instead of replying to such e-mails directly. Figure 2 shows
the type of scam e-mails that cyber criminals use. We
received this e-mail on the 13th of March 2016.
Scams of this type can be detected relatively easily. The
sender of the e-mail in Figure 2 requested that replies be
sent to another e-mail address instead of the e-mail
address the message came from.
Other suspicious e-mails may not use counterfeit addresses. These e-mails from nondescript addresses belong to
phishing attacks, whose sole purpose is to get private information. In phishing attacks, cyber criminals create fake
web sites that are similar to legitimate sites. Victims are
directed to the fake sites by the deceptive e-mails.6 Some of
these warn the recipients of the “low security” of their

accounts, requesting them to update their information.
Experts use various, sometimes complex methods for
detecting phishing attacks. The simplest method is this:
“Authors must search for the title of each web site
embedded in e-mails requesting sensitive information. If a
search engine (such as Google) returns a similar, but not
identical web site, it is likely that it is not legitimate.”
Researchers also can use Phish Tank database (https://
www.phishtank.com). This is an updated international
database that people can use to register phishing web sites
they uncover. In addition, some updated security software is
designed to counteract this threat.

CONCLUSION
In this short article, we divulged 3 types of cyber-attacks that
threaten researchers in scholarly publishing and presented
guidelines for confronting them. As in the case of ordinary
computer viruses, the numbers and types of such threats
continue to increase. Cyber criminals are developing evermore sophisticated techniques to entrap not only young researchers, but also experienced academics unaware of the
threats focused on scholarly publishing. Such attacks remind
us—in a way—of Jurassic Park, a ﬁlm by Steven Spielberg in
which researchers were attacked by predators. As in that
movie, one must be aware of the threats, constantly developing
the skills to cope with them. We name the current age of the
academic world as the “Jurassic age of the academic world.”
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